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(54) ELECTRONIC DATA PROTECTION SYSTEM 

(57)Abstract: 

PURPOSE: To execute only software which is stored in 
a regular medium and permitted by giving the medium a 
medium characteristic number and giving the medium 
characteristic number the permission for the execution 
of the software. 

CONSTITUTION: This system is provided with the 
medium 1 stored with ciphered electronic data 14, the 
medium characteristic number 12 characteristic to the 
medium, and permission information 13. On a permission 
side, a medium characteristic key based upon the 
medium characteristic number 12 is generated and the 
electronic data deciphering key for the ciphered 
electronic data 14 which are permitted with said medium 
characteristic key is ciphered and written as the 
permission information 13 on the medium 1. On a user 
side, the medium characteristic key is generated 
according to the medium characteristic number 12 read 
out of the medium 1, the read permission information 13 
is deciphered with the medium characteristic key to 
generated the electronic data deciphering key, and the ciphered electronic data 14 are 
deciphered with the electronic data deciphering key to obtain the original electronic data. 
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* * (2) 
1 

ft^kufcBap-^bm^fls^-^ (m) , SK4£#@*r 

©-irolfrSlift (12) ss.fctJMSStiMS (13) 

*»ifrrs«E* (i) «rRit. 

WRHB-^COffllflE (1) <B— *<Ottft:H*r#-l§- (12) 

ffF^-f^B&^bS^bx-^ (14) ©^ftf-:fS 
*«S:at-^b UT±eE«# (1) KfrtSflMR (13) t 10 

ffiffl<B)T*±fe^ (1) *»e>R*iiA/««#H«"#«- 
(12) SrttJc^H^-aSri^u rroiEff:@*«i 
fcioTK^-aA/^fFKttf* (1 3) &«-5§-LT5c<£>m 

ZoxvtttAsiev&wknFFfcT*—* (14) 

[St#3S2] JiSE 1 o<Dgj£ft: (1) ICt&^i-5Bf^m 

■7-^-^ (14) mzmtezn+it'r—a'&^m&tt 20 
wewmx^m^n^-r ^m^tm^ity-^ (hi © 
^tis&wt^xvffimn (1 3) tvxm# (1) 
&mmx-z.<nmft (d ^^^fci^igfim (13) 

[»#*3] ±IB«E*H*<o— «03BEfl:H*#-» (1 30 

ML/tc^ *«Fts t -r zm&mm 1 tos * # » 2 ^=5 

[SM4] tfHf«-e±IBflFKflMll (13) (D^SrSUfi 
Sr W« <^ -t Z> »#TOJ 1 TO* e> « 3 *E«<D (om^tT* 

fcE*Ufc±E»FB«* (13) Srttfflffl»Ji*K»/a6# 

U ttffl«Trtb«rti:fc±El)IE# (1) *»e>Bt*^k* 40 

(14) «rH»1-*J:5*w*riSb*:C 
« i i" 5 1 TO* 6 » 4 mttMLiomWkJ*- * {% 

[»*5I6] ±B#*<fc«-Wk7 f -^ (14) tut, 

* t -T- S HI^91B l TO* <b JfS 5 TOttOVHt^ - * fit 
[»*«7] ±iEJ&# (1) iU, Jfcttft?^*** 
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2 

[0001] 

[0002] V7h <>^Tte-{$m^^ t D — as-g^-efc 

[0003] ^<Dm*mmmmAs\cmMi5tL 

Z>Zk&&#>htiX^Z> 0 
[0 0 0 4] 

U r©at«-cy7 h«t«8 2SrP|tft 

7 1ic»tt-T5o *--lFf** y7h!)xTMift7 1 
l!l»IA*iXfc**fty7 h ^x77 3 £ffFfSr««l7 2(D 

K36SrS»t5C tldi t). Bff-^ft;y^ h 7 3*sp 
X©y7M?x7l:8tU rttSrHfrrSo OTil 
4(D^o^^J:U ? »)^^ffi¥{^P^i-'5o 
[0 0 0 5] B 1 4 tt, t**atl¥OlftP^0S:^-ro 0 1 

4iw^^r, y7h>>x7»*»iK»7ifi, WHHfcLfc 

fclHtW h^x77 3*3«tt/y7 htg-^8 2*rPff* 
{fcLfcffFK*«7 2Sr*Mfti-s«*. 

[0 0 0 6] ffgftfa7 2f;£, h!)x773 

*«#UT5px^>y7 h^rjci--5»«i?a>o-c. y 

[0 0 0 7] ffKf»*o|R3R«ij:tt, flSUtt^A 8 l , 

yy ha-^«8 2*5±tw»#*fcisiK8 3*^*) a. a 

f^B#-^) 9 1 S: t ^ lea-— rH*TOfflSiJ«S:^-r 

[0008] y^ hffi-^@8 2^ frf-JHbyy h ^^r 
7 3 45c<o5pS:(^y7 h $ =*Ttz'&^TZ>tz.#><nmxfo 
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[000 9] £fc. i-fl(Oa-fffSg{:il 3- 
f@tff9 1, «BUftdfcj«9 2. tt»HlK9 3, 

B*#*9lfi* ^--IfW-ffWdsWoH^roS-S-efco 

[0010] flBiJfll^A 9 2 fl s 3-lF@;fr#-S§- 91* 

[ooii] y7 h^a-^a9 ^ityy YV^T 
hi>^r*&ttffiflc7 ia^H^fflLfcRfrJMby:7 h 

[0012] Rfc:, ftflsSrKWr*,, 20 
(1) «=«r««<OfffKffifltt. ^-fttfi(7)ftoa- 

^HBiJ«*±*i-So £tf>£/£LfcfiSiJ«l£t *i-. 
#*tlaraS8 3*yy hffi-5§-«i8 2£e£^-<fbU fFffifr* 

77 3»»$tlfcy7 h*~T»tt«fl:7 1 

tf. 

[0013] (2) a.— (1) tffB»«7 2 
x7»tti#7 1^iAU y7h!>x7ft«lK#7 1 50 

ft3.--mff»fc36*-rsc flsu«±*9 2*53.— yw- 
tty7 h«>^r»*Ajse#:7 id^K^tau^wKWffi 

7 2^fU y^ 7 h«-*§-«i9 4 4£^tS, ftK, ffi 
#EI[69 5^-(7)^Lfcy^ h«^«9 4*t *»-. 

yy h^rftiW&fl^ i^^^ttjb/csf^byy h 

?x77 3tIfU ¥^y7h^x7^«t5 0 

:oMifcTOV7 h^air^^tatgicn-^^^ *o 

[0 0 14] 

[*W*s»*UJ; 5 *•*-*»«] -hi& Lfc^ 1 4 

[0 0 15] «-*«^B##*ftfflv^fc»^lJ:«:s FF» 
wO»*«-eUd**fT-Ct4<ft6fc«>, IE 



^¥5- 2 5 7 8 1 6 
[0 0 16] *«pTtB*^- K!)x7^@tff 

[0017] #38«ii H ztibtotiumZMikTZtcft. 

[0 0 18] 

i3tt«*B*0-SO«ft:B*# 
[0019] fliSiJtt^ft 21, 3111, 1 

8SEfrfiB'J«^J:o-cm j ?- J fb7 f -^«-§-«i2 2 Srl*# 
^b"T6t^T*fo5o 

[0020] 3 2 n N ae#flsu«iic j: o xwtmm m 

1 3*ffi^UTm^b^-^«-^-«i3 3Srdfcfifc-r6t>0 

-e*>*. a^3 4it n^HKr-fivums 3 laot 

[0 0 2 1] 

[ftUB] *38«tt, Blfc:S*\fc5te % Wflc X 

-^h *##iiA/-e*3#, msfly-ceBU«£/*2 1 a* 

ME(t^-ao5«ft:B«-#-»l 2 4rt*lz:aft:B*liS:fe 
J* U Hfr-JHb 2 3 * - (Dmttm&miZ X o Ti^ftr- 

i jcm=K«f«i 3 t uTSrta^ ffi^ffii-e<ag««fe* 

3 l*a#1^6tt^5i^Kft:B*#*l 2t>*(-^ 
*B*«S:£J«U tt3 2^-(oSfr@^|:,toT 
R*aA/*»FBH»«l 3*m-^L.T7C^m^bT f -^« 
f«3 3Sr4l8U S^3 4^)^(Di^bf-^Sf@ 
3 3(cJ:or^^A,m^k®^b^-^ 1 4£«# 

[oo22j*fc. looatfti^ftiw-r-spt^b*^ 

*bx-* l 4fel:S/^l^bf-^«§ll2 2SrS*j£ 

<5ft. rF^T^^^rppT-raBt^ba^b-T 5 -^ 1 4 

jft«xtfHMb U VH&ftffi 1 3 * LTg£# 1 fc*MA L, 
te/B^r<Oj£# 1 ictS-^^^fT^ftS 1 3 (c^iS-T 

Stf-WMI^-fls^-* 1 4 0Mffitu 

[0 0 2 3] £fc, Ifr@f(7)-§OlSif#fl2 
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[0 0 2 4] MWiB3*^Isl8l«r^UTfflFK»«l 

it-Wkm-Wb^-^ l 4*r«»U W-XnnrHkT*-* 
let** J: 5^LT^So 

[0 0 2 5] £fc, Bf-SHb^Hbx-* 14b LT, ft 
*u b^&Wtn^^tz.^^ikmrf-iVsr—* i 4<o^cDffi 

[0 0 2 6] 

[HJB«] 03 2^^0 1 3&m^x&?&W<Dnifo 
«0«**3j:tnHif^«:ff«HcttWrS, rCT% Hit 
S&WLfcm^bx-*<D#J£ LT, 9tff»U:ttJB-r*y 

[0 0 2 7] B2lt 1 Sa6«*jfcB*^i\ 

02tCjol>T, y7h-)x7»Wl If*, «=s6«Ij&S 

1 2. ttffl«|:V7 h*~T<Dfi=fg£^ 

;i<5fFi£i##l 3, ioJ:t>*y^ h $ Zm^ik^fcm 

[0 0 2 8]»©ffti2^ yy bP^rtothm 
ffl 1 f-S#f ^^4-S*I#@f Of f 

[0 0 2 9] fflgflMRl 31*. mHH**ttjll«fC y 7 h 

[0 0 3 0]Ptt<ty7h!?x7i5it y^h^^r 

t«2 4, tf#<fc2 3ft4T*:lR»t5. 
[0 0 3 1] aSiJitfi)c2 1fj:, y7h^x7MB 
1 l*>fe«*fflLfc«#H*##l 2*rt>fcfcJ|E«:agU 

■9-<b2 3fi, 3S«a^2 l^io-CfefiKSttfcKfrffl 
BySI-^oT* 77 hS»fii2 4*»tftt5t<0-efc 
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(5 

*n i-Btts»« 1 3 1 LTteJfrr * Q 

[0 0 3 2] tt»flB<OW-fi[«^WL. fl8iJ»£j$3 1 . ft 
-§-3 2, V7H«I3 5, **3 4ftifS:ia:»t* Q <S 

suft^iftaia. y7h?x7»wn^M 

[0 0 3 3] 3 2f*. fiSiJtt£/&3 1 laoTM 

jo s tu^aftfisijat- 59 . y7h!) * r 1 1 ^ 

fcK*fflUfcfffK»*l 3Sr«#U y^h®^-gi3 5 
[0 0 3 41 8^34(1 y7hat«35CJ:ots 

y7 h^^r»iW8ifl:i l^tst^ttiufciif^by^ h 

9x71 5 U ¥t07 7 h^^TSrSfiR-rSt 

<^y7 h ^^r^ntti-^o 

[0 0 3 5] ^T^2<o^*3«tt/Eb^Kl^i¥»(cK 

W1-£o H3f*. ^^)y7h!)x7feW^7D- 
20 ^-Y-h&TF-to Cttf*. y7h?x7^MUPf§ 

Ibi«tfty7h^x7i s^oi^Bt^bUfe^m 

il3^ y7h^x7M*ll|lMt5^7 
[0 0 3 6] B3W31VC, Sill y7h^x7^ 

«t5 0 cixn, ^^^y7h?x7feW*i:M 

S2H y7 b$~Tvg^m<Dfti&$:rr5o 
[0037] S3H y v v &~Tlz.ttft^rt. Bf-WB 
flf-//Wi^t5 0 r*U*> S1-CMU7 7 
30 h(/x7(Oy7h^x7*h S 2T-ffr£Lfcl»£^£ 

«ttfB5(oy7 K^^TPt^l : ^x-^/u4(c: 
[0 0 3 8] S4f±, Jg^bfcy^ h!?~riC»tf?Ut 

y7 h^^r^siosi!9musrfT5o -ixi*. y7h 
7^x7em m5<oyy b^^rm^m^mT 

[0 0 3 9] S5(t S 4T^f9ffiLfcy^ |> ^Tl© 

woy7 h tr^T&m-B'fci'. Bt^by^ h 
Muy7 h!)x7^^y7 h ^y7 

##£rffr£;1-5o ro^#^Bt-§-f* N DES^ifSrffl 
LTPt^b-r^o 

[0 0 4 0] S6I*. y-*fl3^»|ftjK(W^Bt^by7 
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[0041] s 7f*. m^ty? b&=T&m&&^ 
yy bi?~Tfe$hm#i 1 \z&ifi-tz 9 ssii y^v 
<>~Tm$mfti w^m^-r^^yy h^ra^ 

£>otcfamm-fZ> 0 YE SCD^lCfl, ^T-r^o NO 
^S^lUl, S7£j^9igUTV\ Jt^£*Wc:y:7 h * 

[0 0 4 2] J^±i^J:oT, h ^x/^MLt 

r.n^^fbufcp&^y^ h ?x7i:u ctL^y^ 

[0043] B4C0 (a) ft. y? b ?~T<Dm^<Dm 

f?^y^ h»xT^^^^t6o r^-^^m, b& 
;gi<hu Pt^b^^J:oTs&^uxPt^y^ h^o, 

J: pt-x DE S (Data Encryption Standerd) £j3t^<5 0 

[0044] B4<D (b) te N Bf^bCOmT-^^-To ^ 
-*Hbf:£. DE SfC^tUf. m^(DX 4 b i t <D\f 

y hJIJI-o^T. B^b^l;i<£oTI§^b£fTl/\ C 

6 4 b i tcot'y h^ij^^i-6 0 m-^fi. 

oTttc;0 6 4 b i t<D\Zy bm^^"t^ 0 

[0045] m 5 a, ^m<r>^ity-7 h^r^ 

^W^^i"o El5(;::fo^T, y^ h Z ^T^^m^M^r 
4tCfi, yy v <}~Tfrv%^k£tix\,^z>zt£mi~ 

" E N C " ^^L/cy7 bV^T&t, ttlfth6 4 
[0 0 4 6] «T»fls£lfe9}-t-*o 

(i) y^ h*3ir«iAiKflcte»iftuj:5 fc-rava: 
y^h^^rico^Ts y^ h v^T^mmmfr-*? 

[0 0 4 7] (2) Bt^blHK4 lASgS*lfcy7h 

te^Sfrl llcB^Bf^by^h^Tl 5i:UtM 

(R#LfcBtf*flsy7 H*:*7«:ttDttiLTy:7 hfraT 
*MftjK#:i lK!Mfr«UfJ:if\ g£#^#^l 



(5) ^5p 5 -2 5 7 8 1 6 

T^5o V7h!>*7lt*affif-^4l:» 
ilftLfcRM-ftfi. PS^7;^!JXi.l:^iit^ 

[0 0 4 8] J^iiaot, 5FXy^ h!)x7l:o^ 

y7h?x7^ifif-^4^^«y 

oT^fty7h^x7SrMU y7h?x7»tt* 

[0 0 4 9] H6lt *»WOffSfflW»<O^JS7i3-*- 

(Blfr^bLfcmSttMRl 3«:£jftU y7h?i7ft« 
1*11 l:Mt5 7u-f t - hffc^ 
[0 0 5 0] I6(:fc^t, suit ^tip £1" 
5y7hr> X 7,g^t5 fl sun a*atir 

[0 0 5 1] S13I1 ttiLSrfT 
20 r feMMtt 1 1 offlEff HWS-g-SrK^a-r, S 1 4 fi, 

*{g^r#-^-i 2Ko^t. U&miz J: ots^lb bfc£g 

[0 0 5 2] SlStt. IWJiiaot, y7h« 

fEftbfcJ: 51-, ¥^y7h^ilio^-c, Si 4 
JO -Cftj«UfcK#:«iJ«teJ:Dli(HWbU 

[0 0 5 3] S16H S15-e4SLfc»ffcUfclf 

ctoT. Bfffty7 h!)x71 5£&£ftLfcy:7 h[)x 

fl9Mt*£AU y^ h«#»Jdo^-ci:o«*agiJ« 

T'Bt^bb, BEP^b UfcWF«r«« 1 3 44/81T7 hl> 

h!)x71 5*5J:tF«p-»ftUfcWHf««Ll 3^y^ h i> 
40 * T 1 1 icMLtct^^^, 

[0054] b 7 *wj\<Df?v&m&<o&m&wm& 
tf-To m7\^^^x^ y7h!)x7atifif-y;u 

5fi. Cffty 7 h !)x7 1 5 *8tLt¥X(Oy 7 h 
!>x7i:«tt-6HM$4y7 hatliS:, 77^ 

5o CC^fi, Bf^b$ttTV>5r tSrS-T "ENC" 

Ztt^-vtzyy b$~T£t. *tittL<Dy7 b$x.T 
so fcawsuc 6 4 f y h<^y^ htt^sr-^riniwfti- 
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[0 0 5 5] ( 1 ) Sra««fcttffiffl9fc|RSB?-a» 

SiJtt£«la]B2 l lfcAAU ttt*«g!l««:fe*1-S 
®6<7)S 1 4 0 

[0056] (2) m^. jrjblj: 5 k-rzyz? he? 

5 9 ffl LTBf^tUlK 2 3 1 J-A^l U JKfrfflBU 

•"CflHWISU B^*HSW«1 3«:£«-*-So 

rfcu y:7 h^r&sastfti i^msw»i 3 t l 
r*&^-re 0 y:7 h^rm-^ii^ flBUtt£ 

^iusg2 i l^r^yxA (fcs^f*BMS«) s 

[0 0 5 7] «±icj:ot s ftlfllfi, y7h<)xrfe 

fttBBiJ«S:£jfiU r^I»SJ3'«S:ttl:, y^ h« 

[00 5 8] m 8 fix ^^p^coy^ h p^rm^tD?* 

h&^-to ffifflWSlAtfcy7h[> 

~r»*M«fl:i i <rtMmK:«s»u y ^ h <>~TZ± 

[0 0 5 9] H8Kl;]St^C* S 2 1 fi v y^h^rcD 

gifnft^£Stti&-5o s 2 2d, h **ir*MM«# 
i ia*fcaftH**-»i 2ogi«9abu^tt7o 

[0 0 6 0] S2 3fi N &ffr«U«G>£j«*rf¥5. £*t 
[0 0 6 1] S2 4fi. S 2 3T?4*Lfcaft:flSiJ«| 

n^itu y7 hatasrtfiictSo ztitt, fern 

lwS2®Lfc J: 5 iC, S 2 3 rflHMbufc«#flia!i«i-c, 

[0 0 6 2] S2 5J1, y7h^x7Ml*iy^ 
^tfty7h^x7 15^^tT5o S2 6|i, 

y y hm^mx% s 2 5 -eK^aA/^nt^b y 7 h £ ^ 

7 15$rafU ¥*(oy7 h^^T4r^-r-5o 
tt, *0^f2StLfcJ:5^ (ff^lt^ty7H>x 
7 15i:ot^ S2 4T^lfcy7hatfl3 5t- 
«-£U s PX<oy7h?*7S:4*t5o 
[0063] S2 7(i, y7 M>~TSlfirr6o 



(6) 5-257816 
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y7hita3 5 4r4^u :©y7 vm^mz s\cx 
ot, y:7 h**riMfttt*i mifcitMs 

[0 0 6 4] B9f±, *38MO^o^7A(0&&OSiP^ 

-&otftWH-e*)5o EI9<£> (a) f*. ^ftWritHSra* 
-To 

[0065] M9(D (a) IC&^T. 7fc^aX-<*^6 

mftm&m^i 2, msifftti 3. 

%o ^(D^tm^^ 6^tetc % cd- 

20 ROM, F D x HD. fl^-r— !7\ ^ir-zhT^-^if 
[0 0 6 6] 7 t o^7AP-y6 1it ^u>y^A#^ 

iK3 1) \ («*3 2, 3 4) ft if «:«*.*:« 

[0 0 6 7] 3£fEiS6 3(i, zfuyyJ**—?^ 1 1t% 

m&f^^t Gfrbi&vmisX&^-ist^xvyvyy 
30 j±%mm-tz>ti£><DRAM (is^&twfE&^y) x 

[0 0 6 8] ^{C, !H9(D (b) (7)7D-ft- M-^ 

■«wffc«i\ H9© (a) (Dm&nmittz&iftm-rzo 
m9(o (b) tc^oi>r, S3in yo^^^^^ft 

[0 0 6 9] S3 21*. ^^7^0-^6 1^^ 
p^7A«:IotttS9ajU «-^-T>5o S3 3I1 
IStti^^^e^JRHi-^o r^fi, S3 2t«*lfc¥ 

[0 0 7 0] S3 4(1, -y^^V^mff-r^o S3 3t 

6 C i9w ( c ) r», a— if»nr»-e^y^ hi>*r 

[0 0 7 1] (1) i-fWSIiiy7h!>x7»tt 

Kfrl l^fe«*H##*i 2*tt9HiL-Cfi8iJ«£/a 
IU^3 1 licA^L, *-»ftUfcHt*fi8U«S:fertr* 
(0 8 COS 2 3 o 

[0 0 7 2] (2) &*lr\E\&3 2 11>K y? bt? = T 

so mmwi i ^e>* 9 ai Lta^i 5 4ffR»« 1 3 
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j£o^X> (1) T^UfcttEfl:a*J«^J:9«*U 

B^©j:54y7n>x7a*a3 5i (yy^m-^m 

[0 0 7 3] (3) atlllB3 4 1^ V7h!>xr 
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^^-y\ *t y hf-^^EBKft-cfcoTt, 
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[ti*^i 8] Bt-§-fb$ttfcmrEfF^W#fs, 

LTEiSaEfr^fflf i F^#ffl<offSm^e.gi*$ti-C < 5 
iifcflMSfc-raiMWBfn 4SSfcllIl 5 3SE«cO 
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